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ITG	  Presenta'on	  Suite	  

This	  presenta?on	  is	  integral	  to	  a	  series	  of	  concepts	  
presented	  in	  a	  suite	  of	  documents	  as	  listed	  below.	  	  In	  
order	  to	  thoroughly	  understand	  the	  aggrega?on	  of	  the	  
concepts	  presented	  it	  is	  recommended	  that	  one	  review	  
them	  in	  order	  as	  listed:	  
	  

• 	  	  Fundamental	  IT	  Governance	  Framework	  –	  Reference	  
• 	  	  Fundamental	  IT	  Governance	  –	  Applied	  (NASA	  &	  ARC)	  
• 	  	  Founda'onal	  IT	  Governance	  Framework	  –	  Reference	  
• 	  	  Comprehensive	  IT	  Governance	  Framework	  
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Agenda	  
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•  IT	  Governance	  Defined	  
•  Founda?onal	  Enterprise	  	  IT	  Governance	  

‒ What	  is	  COBIT	  /	  COBIT	  5?	  
‒  COBIT	  5	  Objec?ves	  
‒  COBIT	  5	  Framework	  
‒  COBIT	  5	  Benefits	  

•  COBIT	  5	  Principles	  
–  Principle	  1	  –	  Mee?ng	  Stakeholder	  Needs	  
–  Principle	  2	  –	  Covering	  the	  Enterprise	  End-‐To-‐End	  
–  Principle	  3	  –	  Applying	  a	  Single	  Integrated	  Framework	  
–  Principle	  4	  –	  Enabling	  a	  Holis?c	  Approach	  
–  Principle	  5	  –	  Separa?ng	  Governance	  &	  Management	  

•  COBIT	  Process	  Capability	  Model	  
•  Implementa?on	  Guidance	  
•  Summary	  &	  Recommenda?ons	  
•  Ques?ons?	  
•  References	  



IT	  Governance	  Defined	  
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Governance	  
•  Ensures	  that	  enterprise	  objec?ves	  are	  achieved	  by	  evalua'ng	  

stakeholder	  needs,	  condi?ons,	  and	  op?ons	  
•  Sets	  direc'on	  through	  priori?za?on	  and	  decision	  making	  
•  Monitors	  performance,	  compliance,	  and	  progress	  against	  the	  

agreed	  upon	  direc?on	  and	  objec?ves	  

Management	  
•  Plans,	  builds,	  runs,	  &	  monitors	  ac?vi?es	  in	  alignment	  with	  the	  

direc?on	  set	  by	  the	  governance	  body	  to	  achieve	  the	  enterprise	  
objec?ves	  



IT	  Governance	  Defined	  

Integra'on	  of	  Governance	  &	  Management	  
	  

•  Dis?nc?on	  between	  Governance	  &	  Management	  oaen	  
misunderstood	  

•  Effec've	  integra'on	  of	  these	  two	  elements	  is	  cri'cal	  for	  
successful	  IT	  Governance	  in	  any	  enterprise	  or	  organiza?on	  

•  IT	  Governance	  is	  NOT	  responsible	  for	  “rendering”	  IT	  
infrastructure	  

•  IT	  Governance	  IS	  responsible	  for	  “oversight	  of	  the	  
management	  processes”	  that	  render	  IT	  infrastructure	  
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ITG	  Primary	  Objec'ves	  
Effec've	  IT	  Governance	  achieves	  five	  primary	  objec'ves:	  
•  Strategic	  Alignment	  –	  	  

	  Ensure	  IT	  is	  aligned	  with	  the	  business	  –	  focus	  on	  aligning	  technology	  with	  the	  
business	  and	  collabora?ve	  solu?ons	  	  

	  

•  Value	  Delivery	  –	  
	  Ensure	  IT	  delivers	  value	  to	  the	  business	  –	  concentra?ng	  on	  op?mizing	  
expenses	  and	  proving	  the	  value	  of	  IT	  	  

	  

•  Risk	  Management	  –	  
	  Ensure	  IT	  manages	  risk	  –	  addressing	  the	  safeguard	  of	  IT	  assets,	  disaster	  
recovery,	  and	  con?nuity	  of	  opera?ons	  	  

	  

•  Resource	  Management	  –	  	  
	  Ensure	  IT	  manages	  resources	  –	  realizing	  the	  op?mal	  investment	  in,	  and	  
proper	  management	  of,	  cri?cal	  IT	  resources	  	  

	  

•  Performance	  Management	  –	  	  
	  Ensure	  IT	  manages	  performance	  –	  tracking	  &	  monitoring	  strategy	  
implementa?on,	  project	  success,	  resource	  usage,	  process	  performance,	  and	  
service	  delivery	  	  
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Agenda	  
•  IT	  Governance	  Defined	  
•  Founda'onal	  Enterprise	  	  IT	  Governance	  

‒ What	  is	  COBIT	  /	  COBIT	  5?	  
‒  COBIT	  5	  Objec?ves	  
‒  COBIT	  5	  Framework	  
‒  COBIT	  5	  Benefits	  

•  COBIT	  5	  Principles	  
–  Principle	  1	  –	  Mee?ng	  Stakeholder	  Needs	  
–  Principle	  2	  –	  Covering	  the	  Enterprise	  End-‐To-‐End	  
–  Principle	  3	  –	  Applying	  a	  Single	  Integrated	  Framework	  
–  Principle	  4	  –	  Enabling	  a	  Holis?c	  Approach	  
–  Principle	  5	  –	  Separa?ng	  Governance	  &	  Management	  

•  COBIT	  Process	  Capability	  Model	  
•  Implementa?on	  Guidance	  
•  Summary	  &	  Recommenda?ons	  
•  Ques?ons?	  
•  References	  
4/29/12	   7	  Founda?onal	  IT	  Governance	  Framework	  



This	  presenta<on	  is	  based	  upon	  ISACA’s	  
Founda<onal	  Enterprise	  IT	  Governance	  
Framework	  known	  as	  COBIT	  5	  

Founda'onal	  Enterprise	  IT	  Governance	  
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What	  is	  COBIT?	  
•  Control	  Objec?ves	  for	  Informa?on	  and	  Related	  Technology	  

–  Now	  simply	  referred	  to	  as	  “COBIT”	  
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COBIT	  Evolu'on	  	  



What	  is	  COBIT	  5?	  

•  COBIT	  5	  is	  a	  Founda?onal	  enterprise	  IT	  Governance	  framework,	  providing	  
a	  basis	  to	  effec?vely	  integrate	  other	  complimentary	  frameworks,	  
standards,	  and	  prac?ces.	  	  

•  As	  a	  single	  overarching	  framework	  it	  serves	  as	  a	  consistent	  and	  integrated	  
source	  of	  guidance	  in	  a	  non-‐technical,	  technology-‐agnos?c,	  common	  
language.	  

•  COBIT	  5	  addresses	  the	  governance	  and	  management	  of	  informa?on	  and	  
related	  technology	  from	  an	  enterprise-‐wide,	  end-‐to-‐end	  perspec?ve,	  
including	  the	  ac?vi?es	  and	  responsibili?es	  of	  both	  the	  IT	  func?on	  and	  
non-‐IT	  business	  func?ons.	  

•  The	  end-‐to-‐end	  aspect	  is	  further	  supported	  by	  COBIT	  5	  coverage	  of	  all	  
cri?cal	  business	  elements,	  e.g.	  processes,	  organiza?onal	  structures,	  
principles	  &	  policies,	  culture,	  skills,	  service	  capabili?es.	  
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COBIT	  5	  Objec'ves	  

•  Provide a renewed and authoritative full-spectrum framework for the 
governance and management of enterprise IT. 

•  Building on the current widely recognized and accepted COBIT 
framework, link together and reinforce all other major ISACA 
frameworks and guidance. 

•  Connect to and align with other major frameworks and standards 
(ISO 38500, ITIL, EA, NIST etc). 

•  Incorporate familiar components such as a Domain/Process model, 
Governance/Management Best Practices, RACI charts, and process 
input/output linkages. 
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The	  COBIT	  5	  Framework	  
•  Major	  Update	  from	  version	  4.1	  
•  First	  Exposure	  DraZ	  release	  -‐	  June	  28,	  2011	  

–  “The	  Framework”	  –	  Draa	  
–  “Process	  Reference	  Guide”	  –	  Draa	  	  

•  Documents	  released	  on	  April	  10,	  2012	  
–  COBIT	  5	  Framework	  
–  COBIT	  5	  Enabling	  Processes	  
–  COBIT	  5	  Implementa?on	  

•  Documents	  under	  development	  
–  COBIT	  5	  Enabling	  Informa?on	  &	  other	  enabler	  guides	  
–  COBIT	  5	  for	  Informa?on	  Security	  
–  COBIT	  5	  for	  Assurance	  
–  COBIT	  5	  for	  Risk	  
–  Other	  professional	  guides	  
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The	  COBIT	  5	  Framework	  
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The	  COBIT	  5	  Framework	  
•  A	  governance	  &	  management	  framework	  

•  Starts	  with	  stakeholder	  drivers	  and	  needs	  rela?ve	  to	  IT	  

•  Intended	  for	  all	  enterprises	  including	  non-‐profit	  and	  public	  sector	  

•  Integrates,	  Links,	  and	  Reinforces	  other	  major	  frameworks	  and	  guidance:	  

–  IT	  Infrastructure	  Library	  (ITIL)	  
–  ISO	  Standards	  
–  The	  Open	  Group	  Architecture	  Framework	  (TOGAF)	  	  
–  Project	  Management	  Body	  Of	  Knowledge	  (PMBOK)	  
–  Val	  IT	  (value	  framework	  -‐	  ITGI) 	   	   	  	  
–  Risk	  IT	  (risk	  framework	  -‐	  ITGI)	  
–  Business	  Model	  for	  Informa?on	  Security	  (BMIS	  -‐	  ITGI)	  
–  IT	  Assurance	  Framework	  (ITAF	  -‐	  ITGI)	  
–  IT	  Governance	  Board	  Briefing	  (ITGI)	  
–  Taking	  Governance	  Forward	  (ITGI)	  
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The	  COBIT	  5	  Framework	  
•  Framework components 

–  Principles 
–  Architecture 
–  Goals Cascade 
–  Enablers 
–  COBIT Process Assessment Model (PAM) 
–  Implementation Guidance 

•  Includes familiar ITG Framework elements 
–  Domain / Process Model 
–  Governance / Management Best Practices 
–  Granular Practice Activities 
–  Process Inputs / Outputs 
–  RACI charts 
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COBIT	  5	  Benefits	  

Incorpora?ng	  an	  opera?onal	  model,	  and	  a	  common	  
language	  for	  all	  parts	  of	  the	  business	  involved	  in	  IT	  
ac?vi?es,	  is	  one	  of	  the	  most	  important	  and	  cri?cal	  
steps	  toward	  good	  governance.	  	  It	  provides	  a	  
framework	  for:	  
	  

–  Integra?ng	  Best	  Prac?ces	  
–  Communica?ng	  with	  Stakeholders	  
– Measuring	  &	  Monitoring	  IT	  Performance	  
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COBIT	  5	  Benefits	  

Enterprise-‐wide	  Benefits	  
•  Benefits	  realiza'on	  through	  Enterprise	  IT	  Governance	  
•  Business-‐user	  sa'sfac'on	  with	  IT	  engagement	  and	  services	  

•  IT	  seen	  as	  a	  key	  enabler	  
•  Compliance	  with	  relevant	  laws,	  regula?ons,	  and	  policies	  
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COBIT	  5	  Benefits	  

Key	  Business	  Benefits	  
•  End-‐to-‐end	  enterprise	  governance	  and	  management	  of	  IT	  
•  Transparency	  in	  decision	  making	  

Key	  IT	  Benefits	  
•  Agility	  of	  IT	  to	  respond	  to	  business	  needs	  
•  Alignment	  of	  IT	  tasks/ac?vi?es	  with	  business	  needs	  
•  Op'miza'on	  of:	  

–  IT	  assets	  &	  resources	  
–  IT-‐related	  business	  risk	  
–  Cost	  performance	  of	  IT	  
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•  IT	  Governance	  Defined	  
•  Founda?onal	  Enterprise	  	  IT	  Governance	  

‒ What	  is	  COBIT	  /	  COBIT	  5?	  
‒  COBIT	  5	  Objec?ves	  
‒  COBIT	  5	  Framework	  
‒  COBIT	  5	  Benefits	  

•  COBIT	  5	  Principles	  
–  Principle	  1	  –	  Mee?ng	  Stakeholder	  Needs	  
–  Principle	  2	  –	  Covering	  the	  Enterprise	  End-‐To-‐End	  
–  Principle	  3	  –	  Applying	  a	  Single	  Integrated	  Framework	  
–  Principle	  4	  –	  Enabling	  a	  Holis?c	  Approach	  
–  Principle	  5	  –	  Separa?ng	  Governance	  &	  Management	  

•  COBIT	  Process	  Capability	  Model	  
•  Implementa?on	  Guidance	  
•  Summary	  &	  Recommenda?ons	  
•  Ques?ons?	  
•  References	  

Agenda	  



IT	  Governance	  Principles	  

Principles	  and	  policies	  are	  the	  vehicle	  by	  which	  
governance	  decisions	  are	  ins?tu?onalized	  within	  the	  
enterprise	  and	  therefore	  are	  an	  interac?on	  between	  
governance	  decisions	  (direc?on	  selng)	  and	  
management	  (execu?on	  of	  decisions)	  
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COBIT	  5	  Principles	  

PRINCIPLE	  1	  –	  MEETING	  STAKEHOLDER	  NEEDS	  

PRINCIPLE	  2	  –	  COVERING	  THE	  ENTERPRISE	  END-‐TO-‐END	  

PRINCIPLE	  3	  –	  APPLYING	  A	  SINGLE	  INTEGRATED	  FRAMEWORK	  

PRINCIPLE	  4	  –	  ENABLING	  A	  HOLISTIC	  APPROACH	  

PRINCIPLE	  5	  –	  SEPERATING	  GOVERNANCE	  &	  MANAGEMENT	  
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COBIT	  5	  Principles	  
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•  Stakeholder	  Needs	  are	  influenced	  by:	  
	  A	  number	  of	  drivers:	  

–  Strategy	  Changes	  
–  Changing	  Business	  (Mission)	  &	  Regulatory	  Environment	  
–  Technology	  Evolu?ons	  

•  Stakeholder	  Needs	  materialize	  in:	  
Expecta?ons,	  concerns,	  or	  requirements	  that	  
support	  one	  or	  more	  of	  three	  governance	  objec?ves	  
which	  together	  comprise	  “Value”:	  

–  Benefits	  Realiza?on	  
–  Risk	  Op?miza?on	  
–  Resource	  Op?miza?on	  
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PRINCIPLE	  1	  
MEETING	  STAKEHOLDER	  NEEDS	  



Goals	  Cascade:	  
•  Provides	  the	  link	  between	  stakeholder	  needs	  and	  prac?cal	  

goals	  by	  transla?ng	  these	  into	  increasing	  levels	  of	  detail	  and	  
specificity:	  
‒  Drivers	  

‒  Stakeholder	  Needs	  
‒ Enterprise	  Goals	  

‒  IT	  related	  Goals	  
‒ Enabler	  Goals	  (e.g.	  process	  goals)	  

•  Allows	  selng	  specific	  goals	  at	  every	  level	  of	  the	  enterprise	  in	  
support	  of	  the	  overall	  goals	  and	  stakeholder	  requirements	  
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PRINCIPLE	  1	  
MEETING	  STAKEHOLDER	  NEEDS	  



Goals	  Cascade	  
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PRINCIPLE	  2	  
COVERING	  ENTERPRISE	  END-‐TO-‐END	  

•  End-‐to-‐End	  coverage	  is	  achieved	  by	  iden?fying	  all	  stakeholder	  
needs	  and	  determining	  how	  they	  link	  to	  governance	  &	  
management	  decisions	  &	  ac?vi?es	  

•  Addresses	  governance	  and	  management	  of	  informa?on	  
technology	  from	  an	  enterprise-‐wide,	  end-‐to-‐end	  perspec?ve	  	  

•  This	  relates	  to	  the	  enterprise	  objec?ves	  of	  benefits	  
realiza?on,	  risk	  op?miza?on,	  and	  resource	  op?miza?on	  –	  i.e.	  
“Value”	  
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Stakeholder	  Needs	  

Maintain	  Our	  Focus	  
	  As	  service	  providers	  to	  our	  stakeholders	  we	  must	  
remember	  that	  Enterprise	  goals	  are	  a	  proxy	  for	  
Stakeholder	  Needs	  

How	  does	  IT	  Governance	  serve	  our	  customers?	  
	  From	  a	  stakeholders	  point	  of	  view	  it	  is	  valuable	  to	  
understand	  how	  their	  needs	  relate	  to	  Enterprise	  &	  IT-‐
related	  goals	  
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Stakeholder	  Needs	  
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Enterprise	  Goals	  &	  Metrics	  

Enterprise	  Goals	  (17)	  
– Enterprise	  Goals	  Sample	  Metrics	  (54)	  



Enterprise	  Goals	  
1.  Stakeholder	  value	  of	  business	  investments	  
2.  Pornolio	  of	  compe??ve	  products	  and	  services	  
3.  Managed	  business	  risks	  (safeguarding	  of	  assets)	  
4.  Compliance	  with	  external	  laws	  and	  regula?ons	  
5.  Financial	  transparency	  
6.  Customer-‐oriented	  service	  culture	  
7.  Business	  service	  con?nuity	  and	  availability	  
8.  Agile	  responses	  to	  a	  changing	  business	  environment	  
9.  Informa?on-‐based	  strategic	  decision	  making	  
10.  Op?miza?on	  of	  service	  delivery	  costs	  
11.  Op?miza?on	  of	  business	  process	  func?onality	  
12.  Op?miza?on	  of	  business	  process	  costs	  
13.  Managed	  business	  change	  programs	  
14.  Opera?onal	  and	  staff	  produc?vity	  
15.  Compliance	  with	  internal	  policies	  
16.  Skilled	  and	  mo?vated	  people	  
17.  Product	  and	  business	  innova?on	  culture	  
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Enterprise	  Goals	  Sample	  Metrics	  



Stakeholder	  Needs	  to	  Enterprise	  Goals	  	  
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IT	  Related	  Goals	  &	  Metrics	  

IT	  Related	  Goals	  (17)	  
– IT	  Related	  Goals	  Sample	  Metrics	  (59)	  
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IT	  Related	  Goals	  
1.  Alignment	  of	  IT	  and	  business	  strategy	  	  
2.  IT	  compliance	  and	  support	  for	  business	  compliance	  with	  external	  laws	  and	  regula?ons	  	  
3.  Commitment	  of	  execu?ve	  management	  for	  making	  IT-‐related	  decisions	  
4.  Managed	  IT-‐related	  business	  risks	  	  
5.  Realized	  benefits	  from	  IT-‐enabled	  investments	  and	  services	  pornolio	  	  
6.  Transparency	  of	  IT	  costs,	  benefits,	  and	  risk	  	  
7.  Delivery	  of	  IT	  services	  in	  line	  with	  business	  requirements	  
8.  Adequate	  use	  of	  applica?ons,	  informa?on,	  and	  technology	  solu?ons	  
9.  IT	  agility	  	  
10. Security	  of	  informa?on,	  processing	  infrastructure,	  and	  applica?ons	  
11. Op?miza?on	  of	  IT	  assets,	  resources,	  and	  capabili?es	  	  
12. Enablement	  and	  support	  of	  business	  processes	  by	  integra?ng	  applica?ons	  and	  

technology	  into	  business	  processes	  	  
13. Delivery	  of	  programs	  delivering	  benefits,	  on	  ?me,	  on	  budget,	  and	  mee?ng	  requirements	  

and	  quality	  standards	  	  
14. Availability	  of	  reliable	  and	  useful	  informa?on	  for	  decision	  making	  
15.  IT	  compliance	  with	  internal	  policies	  	  
16. Competent	  and	  mo?vated	  business	  and	  IT	  personnel	  	  
17. Knowledge,	  exper?se,	  and	  ini?a?ves	  for	  business	  innova?on	  
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IT	  Related	  Goals	  Sample	  Metrics	  



COBIT	  5	  Process	  Taxonomy	  

Domains	  (5)	  

‒ 	  Processes	  (37)	  
‒  129	  Process	  Goals	  
‒  265	  Related	  Metrics	  

‒ 	  Prac'ces	  (210)	  
‒ 	  RACI	  Chart	  (Detailed	  Role	  Based	  Assignments)	  

‒ 	  Ac'vi'es	  (1,115)	  
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COBIT	  5	  Process	  Taxonomy	  Examples	  

Domains	   Processes	   Process	  
Goals	  

Related	  
Metrics	   Prac'ces	   Ac'vi'es	  

5	  
	  

• Evaluate,	  Direct	  and	  
Monitor	  

• Align,	  Plan	  and	  
Organize	  

• Build,	  Acquire	  and	  
Implement	  

• Deliver,	  Service	  and	  
Support	  

• Monitor,	  Evaluate	  and	  
Assess	  

37	  
	  
Example:	  

• Ensure	  Governance	  
Framework	  Selng	  
and	  Maintenance	  

• Manage	  Enterprise	  
Architecture	  

• Manage	  Budget	  and	  
Costs	  

129	  
	  
Example:	  

• The	  IT	  strategy	  is	  cost-‐
effec?ve,	  appropriate,	  
realis?c,	  achievable,	  
enterprise-‐focused	  
and	  balanced	  

• IT	  is	  a	  value	  driver	  for	  
the	  enterprise	  

• Program	  business	  
cases	  are	  evaluated	  
and	  priori?zed	  before	  
funds	  are	  allocated	  

265	  
	  
Example:	  

• Percent	  of	  projects	  in	  
the	  IT	  project	  pornolio	  
that	  can	  be	  directly	  
traced	  back	  to	  the	  IT	  
strategy	  

• 	  a)	  Percent	  total	  
changes	  that	  are	  
emergency	  fixes	  

	  b)	  Number	  of	  
emergency	  changes	  
not	  authorized	  aaer	  
the	  change	  

• Number	  of	  business	  
processes	  with	  
undefined	  service	  
agreements	  
	  

210	  
	  
Example:	  

• Evaluate	  the	  
governance	  system	  

• Evaluate,	  priori?ze,	  
and	  authorize	  change	  
requests	  

• Review,	  maintain,	  and	  
improve	  the	  con?nuity	  
plan	  
	  

1,115	  
	  
Example:	  

• Track	  compliance	  with	  
policies	  and	  
procedures	  

• Review	  the	  pornolio	  
on	  a	  regular	  basis	  to	  
iden?fy	  and	  exploit	  
synergies,	  eliminate	  
duplica?on	  between	  
programs,	  and	  iden?fy	  
and	  mi?gate	  risk	  

• Define	  the	  required	  
and	  currently	  available	  
skills	  and	  
competencies	  of	  
internal	  and	  external	  
resources	  to	  achieve	  
enterprise,	  IT,	  and	  
process	  goals	  
	  



COBIT	  5	  Processes	  
Domain	  -‐	  Evaluate,	  Direct,	  &	  Monitor	  

1.  EDM01:	  Ensure	  Governance	  Framework	  Selng	  and	  Maintenance	  
2.  EDM02:	  Ensure	  Benefits	  Delivery	  
3.  EDM03:	  Ensure	  Risk	  Op?miza?on	  
4.  EDM04:	  Ensure	  Resource	  Op?miza?on	  
5.  EDM05:	  Ensure	  Stakeholder	  Transparency	  
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COBIT	  5	  Processes	  
Domain	  -‐	  Align,	  Plan,	  &	  Organize	  

6.  APO01:	  Manage	  the	  IT	  Management	  Framework	  
7.  APO02:	  Manage	  Strategy	  
8.  APO03:	  Manage	  Enterprise	  Architecture	  
9.  APO04:	  Manage	  Innova?on	  
10.  APO05:	  Manage	  Pornolio	  
11.  APO06:	  Manage	  Budget	  and	  Costs	  
12.  APO07:	  Manage	  Human	  Resources	  
13.  APO08:	  Manage	  Rela?onships	  
14.  APO09:	  Manage	  Service	  Agreements	  
15.  APO10:	  Manage	  Suppliers	  
16.  APO11:	  Manage	  Quality	  
17.  APO12:	  Manage	  Risk	  
18.  APO13:	  Manage	  Security	  
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COBIT	  5	  Processes	  
Domain	  -‐	  Build,	  Acquire,	  &	  Implement	  

19.  BAI01:	  Manage	  Programs	  and	  Projects	  
20.  BAI02:	  Manage	  Requirements	  Defini?on	  
21.  BAI03:	  Manage	  Solu?ons	  Iden?fica?on	  and	  Build	  
22.  BAI04:	  Manage	  Availability	  and	  Capacity	  
23.  BAI05:	  Enable	  Organiza?onal	  Change	  Enablement	  
24.  BAI06:	  Manage	  Changes	  
25.  BAI07:	  Manage	  Change	  Acceptance	  and	  Transi?oning	  
26.  BAI08:	  Manage	  Knowledge	  
27.  BAI09:	  Manage	  Assets	  
28.  BAI10:	  Manage	  Configura?on	  
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COBIT	  5	  Processes	  
Domain	  -‐	  Deliver,	  Service,	  &	  Support	  

29.  DSS01:	  Manage	  Opera?ons	  
30.  DSS02:	  Manage	  Service	  Requests	  and	  Incidents	  
31.  DSS03:	  Manage	  Problems	  
32.  DSS04:	  Manage	  Con?nuity	  
33.  DSS05:	  Manage	  Security	  Services	  
34.  DSS06:	  Manage	  Business	  Process	  Controls	  
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COBIT	  5	  Processes	  
Domain	  -‐	  Monitor,	  Evaluate,	  &	  Assess	  

35.  MEA01:	  Monitor,	  Evaluate	  and	  Assess	  Performance	  and	  Conformance	  
36.  MEA02:	  Monitor,	  Evaluate	  and	  Assess	  the	  System	  of	  Internal	  Control	  
37.  MEA03:	  Monitor,	  Evaluate	  and	  Assess	  Compliance	  with	  External	  Requirements	  
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Process	  Model	  
Iden'fier	  &	  Name	   Area	  &	  Domain	  

Descrip'on	  

Purpose	  

IT-‐Related	  Goals	  &	  
Sample	  Metrics	  

Supported	  by	  the	  
Process	  

Goals	  &	  Sample	  
Metrics	  of	  

the	  Process	  Itself	  
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Process	  Model	  -‐	  RACI	  
RACI	  Assignments	  

Prac'ces	  
Suppor'ng	  
the	  Process	  
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Process	  Model	  –	  Prac'ces	  &	  Ac'vi'es	  
Iden'fier	  &	  

Title	  	  

Inputs	   Outputs	  

Prac'ce	  
Ac'vi'es	  

Prac'ce	  	  
Descrip'on	  
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Enterprise	  Goals	  Rela'on	  to	  Governance	  Objec'ves	  
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Enterprise	  Goals	  to	  IT	  Related	  Goals	  
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IT	  Related	  Goals	  to	  COBIT	  5	  Processes	  
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IT	  Related	  Goals	  to	  COBIT	  5	  Processes	  



PRINCIPLE	  3	  
APPLYING	  A	  SINGLE	  INTEGRATED	  FRAMEWORK	  

COBIT	  5	  is	  an	  Integrated	  Framework:	  
•  Integrates	  exis?ng	  ISACA	  guidance	  on	  governance	  and	  
management	  of	  enterprise	  IT	  

•  Aligns	  with	  current	  relevant	  standards	  &	  frameworks	  

•  Simple	  architecture	  for	  structuring	  a	  consistent	  body	  
of	  guidance	  materials	  
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Frameworks	  Alignment	  
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COBIT	  5	  Architecture	  
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Enablers:	  
• 	  Principles,	  Policies,	  &	  Frameworks	  
• 	  Processes	  
• 	  Organiza'onal	  Structures	  
• 	  Cultures,	  Ethics,	  Behaviors	  
• 	  Informa'on	  
• 	  Services	  Infrastructure	  Applica'ons	  
• 	  People,	  Skills,	  &	  Competencies	  



PRINCIPLE	  4	  	  
ENABLING	  A	  HOLISTIC	  APPROACH	  

•  Purpose	  of	  enablers	  is	  to	  implement	  an	  effec?ve	  &	  efficient	  
governance	  and	  management	  system	  for	  enterprise	  IT	  

•  Defined	  as	  anything	  that	  facilitates	  achievement	  of	  enterprise	  
governance	  objec?ves,	  including	  resources	  such	  as	  informa?on	  and	  
people	  

•  IT-‐related	  goals	  define	  what	  enablers	  should	  achieve	  
	  

•  Seven	  categories:	  
‒  Principles,	  Policies,	  &	  Frameworks	  
‒  Processes	  
‒  Organiza?onal	  Structures	  
‒  Culture,	  Ethics,	  &	  Behavior	  
‒  Informa?on	  
‒  Services	  Infrastructure	  Applica?ons	  
‒  People,	  Skills,	  &	  Competences	  
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COBIT	  5	  Enablers	  
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Generic	  Enabler	  Model	  
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•  A	  governance	  system	  is	  a	  complex	  interac?on	  amongst	  all	  enablers	  
•  Having	  a	  simple,	  structured,	  and	  uniform	  way	  to	  analyze	  each	  enabler	  can	  
facilitate	  adop?on	  and	  successful	  integra?on	  

•  Enablers	  all	  have	  certain	  elements	  in	  common	  therefore	  a	  generic	  model	  
standardizes	  conceptualiza?on	  



Enabler	  Dimensions	  
•  Stakeholders	  —	  	  
- Can	  be	  internal	  or	  external	  to	  the	  organiza?on,	  and	  have	  their	  own	  
interests	  and	  needs,	  which	  can	  be	  conflic?ng	  

-  Stakeholders	  needs	  translate	  to	  enterprise	  goals,	  then	  IT-‐related	  goals,	  
and	  ul?mately	  to	  enabler	  goals	  

•  Goals	  —	  	  
-  Enablers	  provide	  value	  by	  achieving	  mul?ple	  goals	  
- Proper'es	  of	  goals	  associated	  with	  performance	  metrics	  are:	  

•  Outcomes	  expected	  of	  the	  enabler	  (associated	  with	  Lag	  indicators)	  
•  Opera'on	  of	  the	  enabler	  itself	  (associated	  with	  Lead	  indicators)	  

- Quali'es	  associated	  with	  goals	  are	  categorized	  as	  follows:	  
•  Intrinsic	  quality	  —	  The	  extent	  to	  which	  enablers	  work	  accurately,	  objec?vely,	  
and	  provide	  accurate,	  objec?ve	  and	  reputable	  results	  

•  Contextual	  quality	  —	  The	  extent	  to	  which	  enablers	  and	  their	  outcomes	  are	  fit	  
for	  purpose	  given	  the	  context	  in	  which	  they	  operate	  

•  Access	  and	  Security	  —	  The	  extent	  to	  which	  enablers	  and	  their	  outcomes	  are	  
accessible	  and	  secured	  
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•  Life	  Cycle	  —	  	  
Phases	  consist	  of:	  	  
–  Plan	  	  
–  Design	  
–  Build/acquire	  &	  implement	  	  
–  Use/operate	  
–  Evaluate/monitor	  
–  Update/dispose	  	  

•  Good	  Prac'ce	  —	  	  
-  Guidance	  as	  to	  how	  best	  implement	  the	  enabler	  
-  Good	  Prac?ce	  can	  be:	  

•  Internal	  –	  provided	  within	  COBIT	  5	  
•  External	  –	  provided	  outside	  COBIT	  5	  

-  Work	  Products	  (inputs/outputs)	  
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Enabler	  Dimensions	  



•  To	  manage	  performance	  of	  enablers,	  metrics	  associated	  with	  the	  
following	  enabler	  dimensions	  must	  be	  developed,	  implemented,	  
and	  monitored:	  
–  Stakeholders:	  	  Are	  stakeholder	  needs	  addressed?	  
–  Goals:	  	  Are	  enabler	  goals	  achieved?	  	  
–  Life	  Cycle:	  	  Is	  the	  enabler	  life	  cycle	  managed?	  	  
–  Good	  Prac?ces:	  	  Are	  good	  prac?ces	  applied?	  	  

•  Metrics	  associated	  with	  enablers	  measure	  either:	  
–  Achievement	  of	  goals	  (lag	  indicators)	  

•  Stakeholder	  requirements	  met	  
•  Enabler	  goals	  achieved	  

–  Applica?on	  of	  Good	  Prac?ce	  (lead	  indicators)	  
•  Life	  cycle	  managed	  
•  Good	  prac?ces	  applied	  
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Enabler	  Performance	  Management	  



Principles,	  Policies,	  &	  Frameworks	  
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Addi?onal	  informa?on	  available	  in	  “Appendix	  G”	  of	  the	  COBIT	  5	  Framework	  



Process	  
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Addi?onal	  informa?on	  available	  in	  “Appendix	  G”	  of	  the	  COBIT	  5	  Framework	  



Organiza'onal	  Structures	  
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Addi?onal	  informa?on	  available	  in	  “Appendix	  G”	  of	  the	  COBIT	  5	  Framework	  



Culture	  &	  Behavior	  
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Addi?onal	  informa?on	  available	  in	  “Appendix	  G”	  of	  the	  COBIT	  5	  Framework	  	  



Informa'on	  
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Addi?onal	  informa?on	  available	  in	  “Appendix	  G”	  of	  the	  COBIT	  5	  Framework	  



Services,	  Infrastructure,	  &	  Capabili'es	  
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Addi?onal	  informa?on	  available	  in	  “Appendix	  G”	  of	  the	  COBIT	  5	  Framework	  



People,	  Skills,	  &	  Competencies	  
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Addi?onal	  informa?on	  available	  in	  “Appendix	  G”	  of	  the	  COBIT	  5	  Framework	  



Skill	  Categories	  
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COBIT	  5	  framework	  makes	  a	  clear	  dis?nc?on	  between	  
Governance	  and	  Management	  

–  Different	  types	  of	  ac?vi?es	  
–  Require	  different	  organiza?onal	  structures	  
–  Serve	  different	  purposes	  
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PRINCIPLE	  5	  	  
SEPERATING	  GOVERNANCE	  &	  MANAGEMENT	  



Governance	  &	  Management	  Processes	  
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Governance	  
•  Ensures	  that	  enterprise	  objec?ves	  are	  achieved	  by	  evalua'ng	  

stakeholder	  needs,	  condi?ons,	  and	  op?ons	  
•  Sets	  direc'on	  through	  priori?za?on	  and	  decision	  making	  
•  Monitors	  performance,	  compliance,	  and	  progress	  against	  the	  

agreed	  upon	  direc?on	  and	  objec?ves	  

Management	  
•  Plans,	  builds,	  runs,	  &	  monitors	  ac?vi?es	  in	  alignment	  with	  the	  

direc?on	  set	  by	  the	  governance	  body	  to	  achieve	  the	  enterprise	  
objec?ves	  
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PRINCIPLE	  5	  	  
SEPERATING	  GOVERNANCE	  &	  MANAGEMENT	  



IT	  Governance	  

Integra'on	  of	  Governance	  &	  Management	  
	  

•  Dis?nc?on	  between	  Governance	  &	  Management	  oaen	  
misunderstood	  

•  Effec've	  integra'on	  of	  these	  two	  elements	  is	  cri'cal	  for	  
successful	  governance	  of	  any	  IT	  enterprise	  or	  organiza?on	  

•  IT	  Governance	  is	  NOT	  responsible	  for	  “rendering”	  IT	  
infrastructure	  

•  IT	  Governance	  IS	  responsible	  for	  “oversight	  of	  management	  
processes”	  that	  render	  IT	  infrastructure	  
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Roles,	  Ac'vi'es,	  &	  Rela'onships	  

4/29/12	   Founda?onal	  IT	  Governance	  Framework	   71	  



4/29/12	   Founda?onal	  IT	  Governance	  Framework	   72	  

PRINCIPLE	  5	  	  
SEPERATING	  GOVERNANCE	  &	  MANAGEMENT	  



Process	  Reference	  Model	  
Divides	  governance	  and	  management	  processes	  into	  two	  primary	  domains:	  
	  

‒  Governance	  (1	  Domain,	  5	  Processes)	  
Within	  each	  process,	  evaluate,	  direct,	  and	  monitor	  prac?ces	  are	  defined.	  

‒ Management	  (4	  Domains,	  32	  Processes)	  
In	  line	  with	  responsibility	  areas	  of	  plan,	  build,	  run,	  and	  monitor,	  provide	  
an	  end-‐to-‐end	  coverage	  of	  IT	  Management.	  

The	  processes	  cover	  the	  full	  spectrum	  of	  business	  and	  IT	  ac'vi'es	  related	  to	  
governance	  and	  management	  of	  enterprise	  IT	  thus	  making	  the	  process	  
model	  truly	  enterprise-‐wide	  
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PRINCIPLE	  5	  	  
SEPERATING	  GOVERNANCE	  &	  MANAGEMENT	  



Process	  Reference	  Model	  
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•  IT	  Governance	  Defined	  
•  Founda?onal	  Enterprise	  	  IT	  Governance	  

‒ What	  is	  COBIT	  /	  COBIT	  5?	  
‒  COBIT	  5	  Objec?ves	  
‒  COBIT	  5	  Framework	  
‒  COBIT	  5	  Benefits	  

•  COBIT	  5	  Principles	  
–  Principle	  1	  –	  Mee?ng	  Stakeholder	  Needs	  
–  Principle	  2	  –	  Covering	  the	  Enterprise	  End-‐To-‐End	  
–  Principle	  3	  –	  Applying	  a	  Single	  Integrated	  Framework	  
–  Principle	  4	  –	  Enabling	  a	  Holis?c	  Approach	  
–  Principle	  5	  –	  Separa?ng	  Governance	  &	  Management	  

•  COBIT	  Process	  Capability	  Model	  
•  Implementa?on	  Guidance	  
•  Summary	  &	  Recommenda?ons	  
•  Ques?ons?	  
•  References	  

Agenda	  



Process	  Capability	  Model	  

4/29/12	   Founda?onal	  IT	  Governance	  Framework	   76	  

•  Based	  upon	  ISO/IEC	  15504	  SoZware	  Engineering	  —	  Process	  
Assessment	  standard	  while	  incorpora'ng	  more	  granular	  
elements.	  It	  provides:	  
–  A	  means	  to	  measure	  the	  performance	  of	  any	  Governance	  or	  

Management	  process	  
–  Iden?fica?on	  of	  areas	  for	  improvement	  

•  The	  model	  is	  documented	  in	  ISACA	  publica?on	  COBIT®	  
Process	  Assessment	  Model	  (PAM):	  Using	  COBIT®	  4.1	  	  



Six	  Process	  Capability	  Levels:	  
	  

•  0.	  Incomplete—	  Process	  not	  implemented	  or	  fails	  to	  achieve	  its	  purpose.	  Litle	  or	  
no	  evidence	  of	  any	  systema?c	  achievement	  of	  the	  process	  purpose	  exist.	  

•  1.	  Performed	  (one	  amribute)	  —	  The	  implemented	  process	  achieves	  its	  process	  
purpose.	  	  This	  requires	  the	  process	  performance	  atribute	  to	  be	  largely	  achieved	  
which	  means	  the	  process	  is	  being	  successfully	  performed.	  

•  2.	  Managed	  (two	  amributes)	  —	  Process	  is	  now	  implemented	  in	  a	  managed	  fashion	  
(planned,	  monitored,	  and	  adjusted)	  and	  its	  work	  products	  are	  appropriately	  
established,	  controlled,	  and	  maintained.	  

•  3.	  Established	  (two	  amributes)	  —	  Process	  is	  now	  implemented	  using	  a	  defined	  
process	  that	  is	  capable	  of	  achieving	  its	  intended	  outcomes.	  

•  4.	  Predictable	  (two	  amributes)	  —	  Process	  now	  operates	  within	  defined	  limits	  to	  
achieve	  its	  intended	  outcomes.	  

•  5.	  Op'mizing	  (two	  amributes)	  —	  Process	  is	  con?nuously	  improved	  to	  meet	  
relevant	  current	  and	  projected	  business	  goals.	  
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Process	  Capability	  Model	  



Process	  Capability	  Model	  
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Process	  Capability	  Model	  Comparison	  
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Commonly	  
Recognized	  Maturity	  

Levels	  

COBIT	  5	  ISO/IEC	  
15504-‐based	  

Capability	  Levels	  

Meaning	  of	  the	  COBIT	  5	  ISO/IEC	  15504-‐based	  
Capability	  Levels	  	  

5.	  Op?mized	   5.	  Op?mized	   Con?nuously	  improved	  to	  meet	  relevant	  current	  
and	  projected	  enterprise	  goals	  

4.	  Managed	   4.	  Predictable	  	   Operates	  within	  defined	  limits	  to	  achieve	  its	  process	  
outcomes	  

3.	  Defined	  	   3.	  Established	  	   Implemented	  using	  a	  defined	  process	  that	  is	  
capable	  of	  achieving	  its	  process	  outcomes	  

N/A	  	   2.	  Managed	   Implemented	  in	  a	  managed	  fashion	  (planned,	  
monitored	  and	  adjusted)	  and	  its	  work	  products	  are	  
appropriately	  established,	  controlled	  and	  
maintained	  

2.	  Under	  
Development	  
1.	  Ini?al	  Capability	  
	  

1.	  Performed	  	   Process	  achieves	  its	  process	  purpose	  

0.	  Non-‐existent	   0.	  Incomplete	  	   Not	  implemented	  or	  litle	  or	  no	  evidence	  of	  any	  
systema?c	  achievement	  of	  the	  process	  purpose	  



Process	  Capability	  Model	  Comparison	  
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Observa'ons:	  
•  The	  ISO	  model	  collapses	  tradi?onal	  capability	  Levels	  1	  &	  2	  (Ini?al	  
Capability	  &	  Under	  Development)	  under	  15504	  Level	  1	  (Performed)	  

•  This	  produces	  some	  loss	  of	  granularity	  through	  the	  ini?al	  
integra?on	  and	  development	  phases	  

•  The	  result	  is	  a	  loss	  of	  detail	  rela?ve	  to	  tracking,	  repor?ng,	  and	  
management	  of	  the	  IT	  Governance	  development	  and	  
implementa?on	  process	  



Process	  Capability	  Assessment	  
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The	  ISO	  15504-‐based	  assessment	  approach	  facilitates	  
the	  following	  objec?ves:	  

–  Provide	  a	  measurement	  scale	  and	  associated	  guidance	  to	  
assess	  the	  nine	  capability	  atributes	  for	  each	  process	  

–  Enables	  management	  to	  benchmark	  process	  capability	  so	  
they	  can	  measure	  and	  monitor	  current	  capabili?es	  

–  Enable	  ‘as-‐is’	  and	  ‘to-‐be’	  process	  capability	  status	  and	  gap	  
analysis	  to	  support	  management	  investment	  decisions	  
with	  regard	  to	  process	  improvement	  

–  Provide	  informa?on	  required	  for	  process	  capability	  trend	  
analysis	  



Process	  Capability	  Assessment	  
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The	  ISO/IEC	  15504	  process	  capability	  assessment	  approach	  
defines	  informa?on	  required	  for	  assessment	  in	  the	  ‘Process	  
Reference	  Model’	  as	  follows:	  
	  

–  Process	  descrip'on	  with	  purpose	  statements	  
–  Base	  prac'ces,	  which	  are	  the	  equivalent	  of	  process	  
governance	  or	  management	  prac?ces	  in	  COBIT	  5	  terms	  

– Work	  products,	  which	  are	  the	  equivalent	  of	  inputs	  and	  
outputs	  in	  COBIT	  5	  terms	  



Process	  Capability	  Assessment	  Scale	  
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•  N	  (Not	  achieved)	  —	  There	  is	  litle	  or	  no	  evidence	  of	  achievement	  of	  the	  
defined	  atribute	  in	  the	  assessed	  process.	  (0	  to	  15	  percent	  achievement)	  

•  P	  (Par'ally	  achieved)	  —	  There	  is	  some	  evidence	  of	  an	  approach	  to,	  and	  
some	  achievement	  of,	  the	  defined	  atribute	  in	  the	  assessed	  process.	  Some	  
aspects	  of	  achievement	  of	  the	  atribute	  may	  be	  unpredictable.	  (15	  to	  50	  
percent	  achievement)	  

•  L	  (Largely	  achieved)	  —	  There	  is	  evidence	  of	  a	  systema?c	  approach	  to,	  and	  
significant	  achievement	  of,	  the	  defined	  atribute	  in	  the	  assessed	  process.	  
Some	  weakness	  related	  to	  this	  atribute	  may	  exist	  in	  the	  assessed	  process.	  
(50	  to	  85	  percent	  achievement)	  

•  F	  (Fully	  achieved)	  —	  There	  is	  evidence	  of	  a	  complete	  and	  systema?c	  
approach	  to,	  and	  full	  achievement	  of,	  the	  defined	  atribute	  in	  the	  assessed	  
process.	  No	  significant	  weaknesses	  related	  to	  this	  atribute	  exist	  in	  the	  
assessed	  process.	  (85	  to	  100	  percent	  achievement)	  



Process	  Capability	  Amribute	  

•  Based	  on	  ISO/IEC	  15504	  Process	  Assessment	  Model	  

•  The	  model	  makes	  a	  dis?nc?on	  between:	  
–  Basic	  Capability	  Level	  (1)	  
	  Indicates	  that	  a	  process	  is	  generally	  achieving	  its	  stated	  goals	  and	  that	  
good	  prac?ces	  are,	  to	  a	  large	  extent,	  applied.	  These	  atributes	  are	  unique	  
for	  each	  process.	  

–  Advanced	  Capability	  Levels	  (2	  through	  5)	  
	  Indicates	  increasing	  levels	  of	  sophis?ca?on,	  providing	  greater	  efficiency,	  
formaliza?on,	  control,	  op?miza?on,	  etc.	  	  For	  each	  level	  mul?ple	  atributes	  
must	  be	  achieved.	  These	  atributes	  are	  generic	  for	  all	  processes.	  
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Process	  Capability	  Assessment	  Procedure	  
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Capability	  Level	  1	  Assessment:	  
1.   Assess	  the	  process	  outcomes	  as	  they	  are	  documented	  in	  the	  

detailed	  process	  descrip?ons	  and	  assign	  an	  ISO/IEC	  15504	  
ra?ng	  to	  each	  objec?ve	  

2.   Assess	  the	  base	  prac'ces	  (governance	  or	  management)	  
using	  the	  same	  ra?ng	  scale	  

3.   Assess	  the	  work	  products	  to	  determine	  the	  extent	  to	  which	  a	  
specific	  atribute	  has	  been	  achieved	  

Capability	  Levels	  2-‐5	  Assessment:	  
ISO/IEC	  15504	  provides	  generic	  prac?ces	  &	  descrip?ons	  for	  each	  
of	  the	  remaining	  capability	  levels	  



COBIT	  4.1	  PAM	  Example	  
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Process	  Outcomes	  

Base	  Prac'ces	  

Work	  Products	  
‒ Inputs	  

‒ Outputs	  

Purpose	  
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COBIT	  5	  PAM	  Example	  

Descrip'on	  

Purpose	  

Goals	  &	  Sample	  
Metrics	  of	  

the	  Process	  Itself	  
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Inputs	   Outputs	  

Prac'ce	  
Ac'vi'es	  

Prac'ce	  	  
Descrip'on	  

COBIT	  5	  PAM	  Example	  
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Process	  Capability	  Indicators	  
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Generic	  Work	  Product	  Taxonomy	  
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Generic	  Work	  Product	  
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•  IT	  Governance	  Defined	  
•  Founda?onal	  Enterprise	  	  IT	  Governance	  

‒ What	  is	  COBIT	  /	  COBIT	  5?	  
‒  COBIT	  5	  Objec?ves	  
‒  COBIT	  5	  Framework	  
‒  COBIT	  5	  Benefits	  

•  COBIT	  5	  Principles	  
–  Principle	  1	  –	  Mee?ng	  Stakeholder	  Needs	  
–  Principle	  2	  –	  Covering	  the	  Enterprise	  End-‐To-‐End	  
–  Principle	  3	  –	  Applying	  a	  Single	  Integrated	  Framework	  
–  Principle	  4	  –	  Enabling	  a	  Holis?c	  Approach	  
–  Principle	  5	  –	  Separa?ng	  Governance	  &	  Management	  

•  COBIT	  Process	  Capability	  Model	  
•  Implementa'on	  Guidance	  
•  Summary	  &	  Recommenda?ons	  
•  Ques?ons?	  
•  References	  

Agenda	  



Implementa'on	  Life	  Cycle	  
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Implementa'on	  Guidance	  
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COBIT	  5	  Implementa'on	  Guide	  
	  

•  Based	  on	  a	  con?nual	  improvement	  life	  cycle	  
•  Not	  intended	  as	  a	  prescrip?ve	  approach	  or	  complete	  solu?on	  	  
•  Designed	  as	  a	  guide	  to:	  

‒ Assist	  in	  the	  crea?on	  of	  successful	  outcomes	  
‒ Leverage	  best	  prac?ces	  
‒ Avoid	  commonly	  encountered	  pinalls	  

•  Supported	  by	  an	  implementa?on	  tool	  kit	  containing	  a	  variety	  of	  
resources:	  
‒ Self-‐assessment,	  measurement,	  and	  diagnos?c	  tools	  
‒ Presenta?ons	  aimed	  at	  various	  audiences	  
‒ Related	  ar?cles	  &	  further	  explana?ons	  



Implementa'on	  Guidance	  
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Key	  factors	  for	  successful	  implementa'on:	  
•  Top	  management	  providing:	  

‒ Direc?on	  and	  mandate	  for	  the	  ini?a?ve	  
‒ Visible	  ongoing	  commitment	  &	  support	  

•  Stakeholder	  commitment	  &	  support	  
•  All	  par?es	  suppor?ng	  governance	  and	  management	  processes	  
need	  to	  understand	  the	  business	  &	  IT	  objec?ves	  

•  Key	  roles	  and	  responsibili?es	  should	  be	  defined	  and	  assigned	  
•  Ensuring	  effec?ve	  communica?on	  and	  enablement	  of	  the	  
necessary	  changes	  

•  Tailoring	  ITG	  framework	  as	  well	  as	  other	  suppor?ng	  best	  prac?ces	  
and	  standards	  to	  fit	  the	  unique	  context	  of	  the	  organiza?on	  

•  Focusing	  on	  quick	  wins	  and	  priori'zing	  the	  most	  beneficial	  
improvements	  
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• Provides	  a	  way	  for	  enterprises	  to	  address	  the	  
complexity	  and	  challenges	  typically	  encountered	  during	  
implementa?on	  of	  a	  Comprehensive	  IT	  Governance	  
framework	  

	  

•  Three	  inter-‐related	  life	  cycle	  components:	  
‒ Program	  Management	  
Governance	  of	  the	  Process	  Management	  program	  

‒ Change	  Enablement	  
Addressing	  the	  behavioral	  and	  cultural	  aspects	  

‒ Con'nual	  Improvement	  Life	  Cycle	  
Not	  a	  one-‐off	  project	  
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Phase	  1	  –	  Ini'ate	  Program	  
• Recognize	  and	  agree	  on	  need	  for	  an	  implementa?on	  or	  improvement	  
ini?a?ve	  

• Iden?fy	  current	  pain	  points	  &	  triggers	  
• Create	  a	  desire	  to	  change	  at	  execu?ve	  management	  levels	  

Phase	  2	  –	  Define	  Problems	  &	  Opportuni'es	  
• Leverage	  framework	  mappings	  of	  enterprise	  goals,	  to	  IT-‐related	  goals,	  to	  
associated	  IT	  processes	  &	  ac?vi?es,	  reconciling	  organiza?onal	  ITG	  
equivalents	  with	  framework	  defaults	  

• Perform	  high-‐level	  analysis	  to	  understand	  and	  scope	  the	  framework	  towards	  
selec?ng	  high-‐priority	  areas	  for	  assessment	  

• Define	  scope	  of	  the	  assessment	  
• Assess	  current	  process	  capabili?es	  and	  iden?fy	  issues	  or	  deficiencies	  
• Define	  target	  process	  capabili?es	  
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Phase	  3	  –	  Define	  Roadmap	  
• Perform	  a	  detailed	  analysis	  to	  iden?fy	  gaps	  and	  poten?al	  solu?ons	  
• Select	  &	  priori?ze	  improvement	  targets	  

Phase	  4	  –	  Plan	  Program	  
• Plan	  prac?cal	  solu?ons	  by	  defining	  projects	  supported	  by	  jus?fiable	  	  
business	  cases	  

• Develop	  a	  change	  plan	  for	  implementa?on	  
• Structure	  large-‐scale	  ini?a?ves	  as	  mul?ple	  itera?ons	  of	  the	  life	  cycle	  
	  

Phase	  5	  –	  Execute	  Plan	  
• Implement	  detailed	  improvement	  projects,	  leveraging	  enterprise	  program,	  
project,	  &	  process	  management	  capabili?es,	  standards	  &	  prac?ces	  

• Monitor,	  measure	  and	  report	  on	  project	  progress	  
• Implement	  performance	  management	  by	  using	  the	  framework’s	  goals	  and	  
metrics	  to	  define	  measures	  and	  monitoring	  mechanisms	  

• Ensure	  business	  alignment	  is	  achieved	  and	  maintained	  
• Ensure	  engagement	  &	  commitment	  of	  top	  management	  &	  stakeholders	  
throughout	  implementa?on	  
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Phase	  6	  –	  Realize	  Benefits	  
• Ensure	  sustainable	  opera?on	  of	  new	  or	  improved	  enablers	  
• Monitor	  achievement	  of	  expected	  benefits	  

Phase	  7	  –	  Review	  Effec'veness	  
• Review	  overall	  ini?a?ve	  success	  
• Iden?fy	  further	  requirements	  for	  ITG	  implementa?on	  
• Reinforce	  need	  for	  con?nual	  improvement	  
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•  IT	  Governance	  Defined	  
•  Founda?onal	  Enterprise	  	  IT	  Governance	  

‒ What	  is	  COBIT	  /	  COBIT	  5?	  
‒  COBIT	  5	  Objec?ves	  
‒  COBIT	  5	  Framework	  
‒  COBIT	  5	  Benefits	  

•  COBIT	  5	  Principles	  
–  Principle	  1	  –	  Mee?ng	  Stakeholder	  Needs	  
–  Principle	  2	  –	  Covering	  the	  Enterprise	  End-‐To-‐End	  
–  Principle	  3	  –	  Applying	  a	  Single	  Integrated	  Framework	  
–  Principle	  4	  –	  Enabling	  a	  Holis?c	  Approach	  
–  Principle	  5	  –	  Separa?ng	  Governance	  &	  Management	  

•  COBIT	  Process	  Capability	  Model	  
•  Implementa?on	  Guidance	  
•  Summary	  &	  Recommenda'ons	  
•  Ques'ons?	  
•  References	  

Agenda	  
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•  IT	  Governance	  Defined	  
‒  Dis?nc?on	  between	  Governance	  &	  Management	  oaen	  

misunderstood	  

‒  Effec?ve	  integra?on	  of	  these	  two	  elements	  is	  cri?cal	  for	  
successful	  IT	  Governance	  in	  any	  enterprise	  or	  
organiza?on	  

•  Founda'onal	  Enterprise	  IT	  Governance	  
Understanding	  of	  ITG	  Core	  Concepts	  is	  required	  to	  fully	  grasp	  
the	  constructs	  presented	  herein	  

Summary	  
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•  COBIT	  5	  Principles	  
Principles	  and	  policies	  are	  the	  vehicle	  by	  which	  governance	  
decisions	  are	  ins?tu?onalized	  within	  the	  enterprise	  and	  
therefore	  are	  an	  interac?on	  between	  governance	  decisions	  
(direc?on	  selng)	  and	  management	  (execu?on	  of	  decisions).	  

•  COBIT	  Process	  Capability	  Model	  
The	  COBIT	  5	  framework	  presents	  IT	  Governance	  in	  a	  process-‐
centric	  context	  and	  therefore	  provides	  granular	  defini?on	  of	  
the	  capability	  assessment	  model	  as	  applied	  to	  the	  Process	  
enabler.	  

Summary	  
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•  Implementa'on	  Guidance	  
–  Op?mal	  value	  can	  only	  be	  realized	  from	  COBIT	  if	  it	  is	  

effec?vely	  adopted	  and	  adapted	  to	  suit	  each	  enterprise’s	  
unique	  environment.	  

–  Each	  implementa?on	  approach	  needs	  to	  address	  specific	  
challenges	  including	  managing	  changes	  to	  culture	  and	  
behavior.	  

Summary	  



Summary	  

•  This	  has	  presented	  an	  overview	  of	  a	  “Founda?onal”	  IT	  
Governance	  framework	  

•  Based	  upon	  ISACA’s	  Founda?onal	  Enterprise	  IT	  
Governance	  Framework	  known	  as	  COBIT	  5	  

•  This	  establishes	  the	  founda?on	  of	  comprehensive	  IT	  
Governance	  
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Recommenda'ons	  

•  Develop	  a	  Comprehensive	  IT	  Governance	  framework	  
based	  upon	  interna?onal	  best	  prac?ce	  frameworks	  &	  
concepts.	  

•  To	  include	  the	  Fundamental	  &	  Founda?onal	  
frameworks	  outlined	  in	  this	  and	  previous	  presenta?ons.	  
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Ques'ons?	  
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